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1. O0mue nmonoskeHust

llennio  co31aHMsl CHCTEMbI  AHTHBHUPYCHON  3allUTBI ABJIACTCS  o0eclieueHue
3alMIIEHHOCTH UH(OPMAIHOHHO-KOMMYHUKAIHOHHON cuctemsl (nanee MKC) ot BoszeiicTsis
Pa3/IMYHOrO pPoJad BPEJOHOCHBIX MPOrpaMM M HECAHKIHOHHPOBAHHBEIX MAaCCOBBIX MOYTORBIX
PacChUIOK, MPENOTBpPALICHUs HX BHEAPEHHS B HMH(QOPMAIMOHHEBIC CHCTEMbI, BBISIBICHHS I
0€3011aCHOTO  y/laleHusl M3 CHCTEM B Cllyuae [OMAIaHusl, a Takxke (UILTPALMKM I0CTYIIA
noJis3oBatesie MyHHIUTIATEHOTO GIOKETHOTO JOMIKOILHOTO 00pa3oBaTEIBLHOTO YUPEIHKICH s
No 14 «/lercknit cax xombuHHpoBanHOro BHua 1. 7TenpMaHay (naee - JIOY) K
HEIPOAYKTHBHLIM MHTEpHET-pecypcaM M KOHTPOJIs HX JIEKTPOHHOI [epernicKu.

1.1.OcHoBononaralonMmMy TpebOBaHHAMH K CHCTEMe aHTUBHpycHOil 3aumrbl  JIOV

SIBJIAIOTCS:

- pelIeHHe 3aa4d aHTHBHPYCHOH 3alllMTHI JIOJDKHO OCYHICCTBIATLCS B 0OIIEM
pijie. Cpe/icTBO 3alUTEl HE TO/KHO OKAa3bIBATh HPOTHBOICHCTBHE KOHKPETHOMY BHPYCY M
IPynre BHPYCOB, IMPOTHRBOJEHCTBHE JOJIKHO OKa3blBAThCS B IHPEUIONOKCHHIX, YTO BHPYC
MOJKET OBITh 3aHECEH Ha KOMIBIOTEP U O BHpYce (0 ero CTpyKType (B 4aCcTHOCTH, CHTHATYPE) M
BO3IMOJKHBIX JIEHCTRUAX) HUUEIO HEe U3BECTHO;

- pelieH’e 3a1aud aHTUBHPYCHOM 3allliThl A0JUKHO OCYIIECTBISITLCS B PEabHOM
BPEMEHH.

1.2.MeponpusaThsa, HallpaB/ICHHbIE HA PelleHHe 3a/1a4 110 aHTUBHPYCHOI 3alnTe:

- YCTAHOBKA TOJIBKO JIHIEH3UPOBAHHOTO MporpaMmuoro obdecnedenus 1udo
OecruiaTHOe aHTUBHUPYCHOE IMPOrpaMMHOE oOecredeHne, HAyIee B KOMIUIEKTe ¢ MMOJUIMHHOI
ONEepallMOHHON CHCTEMOI, NoJIep:KUBaloLee padoTy ¢ NOJb30BATEILCKUMHU TPOPUIIMHU.

- peryjisipHoe  OOHOBJIEHME M €XKEJHEBHble MNPOQPUIAKTHUECKHE T[POBEPKH
(sKenaTebHO B Hepabovee HOYHOE BpeMsi);

- HENIPEPBIBHBIH KOHTPOJIb HAJ BCEMH BO3MOKHBIMH MYTAMM [POHUKHOBCHIS
BPEJIOHOCHBIX ~ [POrpaMM, MOHMTOPHHI aHTHUBHPYCHOH ©O€30IacHOCTH W oOHapyKeHHEe
JICCTPYKTHMBHOM aKTUBHOCTH BPEJIOHOCHBIX IIporpaMM Ha Beex obobekrax MKC:

- eeIHeBHbII aHaJu3, paHXXHpoBaHUe H npeaoTBpalleHue yIpos3
pacipocTpaHeHuss ¥ BO3JCHCTBHS BPCIOHOCHBIX IMPOTpaMM IIYTEM BbISABIEHUS YSI3BUMOCTENH
ucnonszyemoro B MKC onepalinoHHOro nporpaMMHoOro oOecredeHust U CeTeBbiX YCTPOHCTB 1
yeTpaHeHust OOHAPYIKEHHBIX J1e(DeKTOB B COOTBETCTBHHU € JAHHBIMH I1OCTABILIMKA [IPOrPAMMHOIO
o0ecreyeHns: ¥ APYrux CrerualIi3upoBaHHbIX KCIEPTHBIX aHTUBUPYCHBIX CITYKO.

- npoBejeHue MPOQUIAKTHUYECKHX  MEPONPHATHH 110 [PEJIOTBPALICHHIO I
OIpaHMYEHHIO BUPYCHBIX 3IWJIEMUH, BKIIOYAIOMINX 3arpy3Ky W pa3BepThIBAHHE CIICHHATBHBIX
NpaBuil HEHTpanu3auuu (OTPAKEHUIO, W3OIALMA W NTUKBHIALMK) BPEAOHOCHBIX MPOrpaMm Ha
OCHOBE PCKOMEHJANHIT MO KOHTPOJIIO aTak, IOAr0TaBAMBAEMBIX Pa3pabOTUMKOM CPEIACTB
3AMTBL OT BPEJOHOCHBIX TIPOrPaMM M JAPYIHMH  CHCUHAIM3HPOBAHHBIMK  OKCIICPTHBIMH
ANTHBUPYCHBIMH CIYKOaMU JI0 TOTO, KaK OYAYT BBITYIEHb! (paisibl HCTIPABICHHI, TTPH3HAKOR 11
AHTHBUPYCHBIX CUTHATYP.

- [POBEIEHNE PEryJISIPHBIX IPOBEPOK HENOCTHOCTH KPUTHUCCKH BAKHBIX HPOIPaMM
u nanabix. Hanmuue mumnux Gainos v Clie/l0B HECAaHKIIMOHMPOBAHHOI'O BHECCHUS H3MCHCHMI
JIOJIKHO OBITH 3aPEruCTPUPOBAHO B JKYpPHAJIE H PAcc/Ie/IoBaHo;
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- BHCILIHHE HOCUTEIM HH(OPMALMHU HEM3BECTHOIO IPOMCXOM/IEHHS  CIICAYeT
MPOBEPSITH HA HAJIMYKME BUPYCOB JI0 HX HCIOIL30BAHHUS,

- HEOOXOMMO  CTPOrO  IPHJEPXKHMBATECA  YCTAHOBJICHHBIX — HpOLEayp 10
VBEJOMIIEHHIO O  CIydagX [MOPaXKeHHS aBTOMATM3UPOBAHHON MH(QOPMALMOHHOH  Cpeiibl

KOMTILIOTEPHBIMH ~ BHpYCaMU ¥ MPHHATHIO Mep [0 JIMKBUIAUHWH MOCTIeACTBHIT  OT HX
ITPOHHKHOBEHHS ]

- cllelyeT UMeTh Iutanbl obecrieyenus Oecriepeboitnoil padornt JIOY s ciyuacs
BUPYCHOTO 3apa’kelusi, B TOM YKcJie IJIaHbl PE3EPBHOTO KOMHPOBAHMSI BCEX HEOOXOAMMBIX
JIAHHBIX M IIPOTPaMM M HX BOCCTAHOBJIEHUS. DTH MEphl OCOOEHHO BAXMHBI JUISL CETEBBIN
(paiiioBbIX cepBepoB, HOIEPIKABAIOIMX DO0JIBIIOE KOIMYECTBO padOUHX CTAHIIHI.

1.3. Texnonornyecke HHCTPYKIIUHU:

- B JIOV 3aBejytoMMM JIOJDKHO OBITh HA3HAYEHO JIMIL0, OTBETCTBEHHOE 34
AHTHBHPYCHYIO 3aMIUTY, B JOJOKHOCTHBIE HHCTPYKIHH [UTs KOTOPOTO JOJKHBI ObITh POIHCAHDI
MOPSI0K JSHCTRUS B IEPHO BUPYCHBIX SMHUAEMUH, MOPAIOK ICHCTBUI IIPH BO3HHKHOBEHHH
RHEIITATHBIX CHTYAIHH, CBA3aHHBIX ¢ pabOTOCIIOCOOHOCTBIO CPEACTB AHTHBHPYCHOH 3aLHThI.
MOPSIOK JIeHCTBUI IS yeTpaHeHNUs TTOCIeACTRUH 3apaxeHuil . B mpoTHBHOM cilydac Bes
OTRETCTBEHHOCTD 3a obeciieueHe AHTHBUPYCHOM 3alIMTBI JIOKUTCS Ha 3aBejtytoiero 1OV,

- B JIOY MOKET MCIOIB30BATHCSA TOJIBKO JIMIIEH3HOHHOE aHTHBHPYCHOE MPOrPaMMHOC
oGecneueHne 1100 cBOBOHO-PACIPOCTPAHSIEMOE TPOrpaMMHOe odecreueHHe.

- o0s3aTCALHOMY AHTHBHPYCHOMY KOHTPONIO —MOTEKHT aiodas HHpOpMallis
(texcToBble (pailibl MOOHIX (opMaToB, (ailibl JaHHBIX, HCTONHAEMbIE (aiisibl, MOUTOBbIC
coobiennst), mojydyaemas ¥ rnepeiaBaeMas 110 TEJICKOMMYHMKAIMOHHBIM KaHalam CBs3i, a
Taioke MHGOpPMalNs, HAXOIIIAsSCSH HA CHEMHBIX HOCHTEIAX (MArHMTHBIX JIMCKAX, JCHTAX, CD-
ROM. DVD, flash-uakomurensx u T.11.). KoHtpons muexojsmeil nHpopMannn HeoOX0 Mo
MPOBOJINTEL HENOCPEACTBEHHO [EPE/l apXUBHPOBAHNCM H OTHPABKOH (3aITHChio HA CHCMHbII
HOCHTEIID).

- (aiipl, MOMEIIAEMbIE B JJICKTPOHHBIH apXuB, JOJUKHBI B 00s3aTeIILHOM TIOPSIKE
MPOXOJAHTL AHTUBHPYCHBIH KOHTPOIIb.

2.  Tpebopanusi K MPOBEIEHNIO MEPONPHSITHIT 110 AHTHBUPYCHOI 3a1ure

2.1. B navane paboThl IpH 3arpy3ke KOMIIBIOTEPA B dBTOMATHYECKOM PEKHUMC JIOJIKHO
BLINOJHATLCS OOHOBJIEHHE aHTHBHPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepuosmueckue NpOBEPKH IEKTPOHHBIX apXHBOB JIOJLKHBL TPOBOAMTLES HE PCiKe
0JHOTO pa3a B HEAENIO, JAHHBIC, PacloIOXKEHHbIE Ha paboumux CTAHIMAX TI0IB30BaTeNICH —
eKeIHCBHO, B HOYHOE BpeMs 110 pacnucaHulo.

2.3. BueouepeaHOIl aHTUBHPYCHBIH KOHTPOIb BCEX JIHCKOB H raitsioB nepcoHaNBLHOIO
KOMIIBIOTEPA J0JIKEH BLITOJIHATHCS:

- HEMOCPEJCTBEHHO 10CIC YCTAHOBKM (M3MEHCHHSA) HPOrpaMMHOro obecrieueH s
KOMITHEOTEPA J0JIKHA ObITh BEITONHEHA AHTUBHPYCHAS NPOBEPKA HA CepBepax W NCPCOHATBHbLY
KOMITbIOTEPAX YUPEIKACHHUS.

- IIpH BO3HUKHOBEHHH I0/I03pCHNUs HA HAIMYHE KOMIIBIOTEPHOTO BHpYCa (HeTuIruHas
paGoTa MpOTpaMM, MOABJICHAC TPAPHUCCKUX M 3BYKOBBIX sdpdexToB, MCKAKEHHIT JAHHDBIX.
nponajarne (Gaisios, 4aACTOE NOABIEHHC COOOIIEHUIT 0 CHCTEMHBIX OILIMOKaX U T.I1.).

- [Ipu OTHpaBKe W IOJIyUEHHH DIEKTPOHHOM IMOYTHL ONEpPaTOp NEKTPOHHOM [MOUTHI
005381 MPOBEPHTD HICKTPOHHBIC IMCHMA U UX BJIOXKCHIS Ha HATMUUE BUPYCOB.

2.4. B cayuae oOHapy)KeHHs 3apaKEHHBIX BUPYCaMH (aityioB UIH HIEKTPOHHLIX MHCCM
[0J1b30BATE/TM 00SA3aHBL:
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- IPHOCTaHOBHTH padoTy.

- HEMCJUIEHHO 10CTaBHTL B H3BECTHOCTE O (baxre obHapyxenus 3aPAKCHHBIX BHPYCOM
(aiinor oreercrrennoro 3a obecrieuenne anturupycHoii 3AILUTBI (B CIYUde ero oTeyTeTBis —
3apenyroiero) JJOV.,

"~ COBMECTHO ¢ Biajenblem 3apaxkeHHbIX BUPYCOM  (haifIoB mposecTH  anaiim
HEOOXOMMOCTH JabHeliero ux HCIIOJIb30BAHHSI.

“MPOBECTH JICUCHHE HIIH YHUYTOKCHHUE 3apakeHHbIX (aiinos.

3. OrBercrBennocrs

3.1. OtBercTBEeHHOCTL 3a OPTaHM3ALMIO  aHTHUBHPYCHON 3alUHTHI BO3jaraercs Ha
saseayiouero JIOY wiu auno, um Ha3HAYECHHOC.

3.2. OTBeTCTBEHHOCTD 3a IPOBCACHHE MEPOIIPHATHH AHTHBHPYCHOT'O KOHTpouis B JIOV
BO3/1araercs Ha OTBETCTBEHHOT'O 3a

padoTe Ha NepcOHANBHBIX PaboyuMX CTaHUMAX BO3naraeres Ha NOJIB30BaTE/IEH JaHHBIX CTaHIM]
WM T1e/1arora, OTBeYaIouero 3a padoTy KoMIbIOTEpHOIO Kiacea,

3.3, llepuoanaeckuit KOHTPOJIb 34 COCTOSIHHEM AHTHBHPYCHOH 3amutel B J[OV
OCYHICCTBIIACTCS 3aBEYIOIIAM H (uxcupyeres Axrom poBepkH (He pexe | pas B kpapran),



